


F.No.16-17/2020-U1(A)
Government of India
Ministry of Education

Department of Higher Education
(i e 7~ Shastri Bhawan, New Delhi
| TASAIEET.S Dated theg bruary, 2021
To) i ﬂf ‘- :,

The Secretary, ,
University Grants Commissioh.” 05 FEB 21
Bahadurshah Zafar Marg, | " "

New Delhi. |

Subject: Curbing cybercrimes and develop an ecosys"t'é'iﬁ";f';éf"’:cyber 'security in Indian
educational institutions cyber space - reg.

Sir,

| am directed to refer to the subject mentioned above and to forward herewith a copy
of a letter No. 22003/05/2019-CIS-Il dated 25" January, 2021 received from Ministry of Home
Affairs (MHA) vide which MHA has requested to take up the following issues:

. To consider giving wide publicity to the MHA twitter handle @CyberDost, which provides
updates and advisories at regular intervals for prevention of cybercrimes.

ii. To consider giving wide publicity to the ‘National Cyber Crime Reporting Portal' i.e
https://cybercrime. gov.in in all Universities and Colleges in the country and provide
link of the 'National Cyber Crime Reporting Portal' i.e. https://cybercrime.gov.in on the
websites of autonomous bodies, attached offices, subordinate offices, etc under M/o
Education.

jii.  To prepare a "Handbook on Cyber Hygiene" in vernacular languages on cyber security,
prevention of cybercrime etc. for the students of all Universities and Colleges in the
country.

iv.  To design a common "Cyber Safe" Curriculum with emphasis on 'Hands-on-Training' at
Graduate/ Postgraduate level in all streams (i.e. Engineering/ Science/ Commerce/
Management/ Arts/ Medical/ Business Administration etc) which may be taught in all
Colleges and Universities and build cyber safe environment in the country. The
suggestive list of topics to be covered in various streams is enclosed herewith.

v.  To formulate a "Baseline Policy" with Do's and Don'ts in cyber security for all Universities
and Colleges.

vi. To arrange regular competitions, hackathons, workshops, seminars, etc on cyber
security/ cybercrimes in various Colleges and Universities at regular intervals.

2. Therefore, UGC is requested to take necessary action on the above mentioned issues
and send an action taken report in the matter at the earliest.

™

Encl: As above.

Yours faithfully,
)

ot
(Vidya Sa%ﬁ‘

Under Secretary to the Govt. of India
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